Journal of The Korea Institute of Information Security & Cryptology
VOL.29, NO.2, Apr. 2019

3717
ISSN 1598-3986(Print)
ISSN 2288-2715(Online)

https://doi.org/10.13089/JKIISC.2019.29.2.377

k5

b e ol 2 7]uk AL LB A2 Alo] T

2ol M, M

Token-Based IoT Access Control Using Distributed Ledger*

Hwan Park,T Mi-sun Kim, Jae-hyun Seo'
Division of Information Security, Mokpo National University

T Ak AEMlellA <lF, AT Al

= o]
o = g
L2 AR B2 ol4q wAle] Azule B AFA BA4S AT glers
5} o [e]

L sl = TG A Herd, A=A, g
A SdellA Abe dEllFhe AsA] gtk =g EERAS o] 4F WA Ax"d BEEARS A S84
A 5o AkE wEAoR ety nE E5S Aokt na JoT wute]zd by} upEvh, 2 el 4]
© ARE e lel A AL Al E fste] BEEZE ke 43 AR E Pk =3 35S 489 P2P 4t 4
A vENI A4S skl o ASA TR HAAS st B2ES AR A% A A2 g
of H4E Faste] BEES sty B el dig ElAAS Ffdte] BE xEEe] B WY R4S
AEE 5 vk 71E g i B2 AAbEste] WAl 1% AR A AT T AL EolAM AT Al

2ALE R 5 vk

ABSTRACT

Recently, system studies using tokens and block chains for authentication, access control, etc in IoT environment have
been going on at home and abroad. However, existing token-based systems are not suitable for IoT environments in terms
of security, reliability, and scalability because they have centralized characteristics. In addition, the system using the block
chain has to overload the IoT device because it has to repeatedly perform the calculation of the hash et to hold the block
chain and store all the blocks. In this paper, we intend to manage the access rights through tokens for proper access control
in the IoT. In addition, we apply the Tangle to configure the P2P distributed ledger network environment to solve the
problem of the centralized structure and to manage the token. The authentication process and the access right grant process
are performed to issue a token and share a transaction for issuing the token so that all the nodes can verify the validity of
the token. And we intent to reduce the access control process by reducing the repeated authentication process and the access
authorization process by reusing the already issued token..
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Table 1. Compare blockchain to tangle
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Fig. 9. Process for issuing access right token
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Authentication Token
;‘Authentlcation Token*:

“ATID®: “0002",
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“Hash“: “6B23C0D5F35D1B11 F93683FOBOA61 7355DEB11
277D91AE091D399C655B87940D"

Transaction
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3D7BFACBE28BA9"
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